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MWHUCTEPCTBO OGPA30BAHUSA U HAYKM POCCUACKOW ®EQEPALIUU

DENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLUEro O6PA30BAHUA

MUCbMO
ot 14 mas 2018 r. N 08-1184

O HANPABJIEHUXA NHOOPMALIUU

[enapTtameHT rocygapCTBeHHOW nonutuku B cdepe obwero obpasoBaHna MuHoGpHaykn Poccum
HanpaBnseT And cBefeHuss paspaboTaHHble BpemeHHol komuccuen Coeta Pepepaumm no  pasBuTUIO
WH(popMaLmMoHHOro obLlecTBa METOAMYECKME pPEeKOMeHAauun O pasMeLleHUM Ha MHAOPMALUOHHBIX CTeHAaXx,
omumManbHbIX MHTEPHET-canTax U pyrMx MHOPMaUMOHHBIX pecypcax obeobpasoBaTenbHbIX OpraHu3auvn u
OpraHoB, OCYLLECTBNAIWMX yrnpasneHve B cdepe obpasoBaHud, nHpopmaumm o Ges3onacHoOM MoBeAeHUU U
ncnonb3oBaHmm cetu "HTepHeT".

OuvpexTop [enaptameHTa
A.E.NETPOB

MpunoxeHune

METOAUWYECKME PEKOMEHOALUN
O PA3SMELLEHMU HA UH®OPMALIMOHHBLIX CTEHAAX, O®PULINATIbHbIX
WHTEPHET-CAUTAX U OPYTUX MH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30OBATEJbHbIX OPFAHU3ALIUA U OPFAHOB, OCYLLECTBNAIOWMUX YNPABNEHUE B COEPE OEPA30OBAHMUS,
NH®OPMALIUN O BE3OMACHOM NOBEAEHUU N UCMNOJIb3OBAHUU CETU "MHTEPHET"

Okcneptamm n uneHamu BpemeHHown komwuccum CoseTta Pepepaumm No pasBUTUO UHEHOPMALMOHHOIO
obLecTBa B paMkax BbINOSIHEHWSA pekoMeHJauui napnameHTCKMX crnylwaHni "AkTyanbHble Bonpockl obecneveHmns
BesonacHoCcTu 1 pa3BuUTUS geten B MHAOPMaLMOHHOM NPocTpaHcTBe", koTopble npownu B Coete ®Pepepaunm 17
anpens 2017 r., 6binM paspaboTaHbl MeToAMYecKMe PpekoMeHAauun O pasMelleHWM Ha MHMOPMaLMOHHBbIX
cTeHAax, oduuManbHbIX WHTEPHeT-canTax W APYrUX WHAPOPMALMOHHBLIX pecypcax obleobpasoBaTerbHbIX
opraHv3auMn 1 opraHoB, OCYLLEeCTBMAIOWUX yrnpasBneHne B cdepe obpasoBaHus, nHdopmaumm o GesonacHoM
nosedeHun 1 ncnonb3oBaHumn cetn "MiHTepHeT" (ganee - MeTognyeckme pekomeHgaumn).

MeToanyeckne pekoMeHOauMn HanpaBreHbl Ha KayeCTBEHHOE MOBbILEHWE YPOBHA WHGOPMAaLMOHHOM
OeATenbHOCTM 06LeobpasoBaTenbHbIX OpraHuM3auuii M1 OpraHoB, OCYLLECTBNAOWMUX yrpasreHve B cdepe
obpasoBaHusi, B 4acTW WH(OPMUPOBAHUS y4yalUMXCAl, WX poauTenei (3aKOHHbIX MpeacTaBuTenen) wu
negarormyecknx paboTHNKOB 06 OCHOBHBIX acnekTax NHpopMaLMoHHO 6e30MacHOCTY.

MeTognuyeckne pekomeHzaumm  No3BonAT  obuieobpasoBaTenbHbIM  OpraHM3auuMsaM U OpraHam,
OCYLLECTBIAIOLWMM yrpaBneHe B cpepe obOpasoBaHusl, akTyanu3npoBaThb YKe WUCMONb3yeMble U pa3MeLLEeHHbIe
MHOPMaLMOHHBIE MaTepuarbl, Tak U NOATOTOBUTb UX B Clyvae MX OTCYTCTBUSI C YYETOM Jy4LIMX MPaKTUK U
pekomMeHaauunin.

B pamkax meTognyeckmx pekoMmeHgauumn paccMaTpmBalTCs Creyowme MHCTPYMEHTbI:

1. MHbOpMaLMOHHLIE CTEHADI;

2. ohmumansHble MHTEPHET-PECYPCI;

3. cpefcTBa MaccoBoK MHAhopMaLUK (LUKOSbHbIE ra3eTbl, Negarormieckne u3gaHus u gpyrue).

WUHdbopmaumnoHHble cTeHAbl
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Ha wHdopmauMoHHbIX CTeHaax B oOweobpa3oBaTernbHbIX OpraHu3aumsax, pacrnosioXeHHbIX B dhone
yuypexaeHmn M B kabuHeTax, OCHALLEHHbIX MEepPCOHanbHbIMW YCTPOMCTBAMM AN Bbixoda B ceTb "VIHTepHeT",
pekoMeHayeTcs pasMecTUTb WH(OPMAaLMOHHbIE MNaMATKU, coAeplKallne OCHOBHble COBEeTbl No obecneveHuro
MHGOPMaLMOHHOW 6e30MacHOCTH yYaLLMXCS.

B npunoxeHumn N 1 kK MeToamnyecknm pekoMmeHaaumsm npeacTtasneH obpasey namAaTkM Ans pa3MeLleHns Ha
MHGOPMALIMOHHBIX CTeHAaX.

CpeacTtBa MaccoBoW UHdopMaLmm

B cpenctBax maccoBor MHGOPMaLMK, OPUEHTMPOBAHHLIX Ha OOy4aroLMXCS, PEKOMEHAYETCA B TedeHue
y4yebHOoro roga perynspHo nyonukoBaTb MHGOPMALMOHHbIE MaTepuarnbl, NOCBALEHHbIE OTAENbHbIM acrnekTam
MHOPMaLMOHHON 6e30MacHOCTK, a Takke pasnuyHblie NamaTkM obLLero xapakrepa.

B cpeactBax MaccoBOM MHGOPMaUWUM, OPUEHTUPOBAHHbLIX Ha MedarorMyeckylo  OGLLIEeCTBEHHOCTb,
pekoMeHOyeTcs B TeYeHWe KaneHOapHOro roga perynspHo nyGnukoBaTb WMHGOPMaUMOHHbIE MaTepuarnsl,
MOCBSALLEHHbIE OTAENbHbIM acnekTam WHAOPMaLMOHHOW 6e30MacHOCT Kak HEeCOBEepLUEHHOMEeTHUX, Tak U
obuleobpasoBaTefibHbIX OpraHu3auuii, a Takke pasfnyHble MamsaTku, 0030pbl  HOPMAaTMBHO-MPABOBOIO
perynMpoBaHust JaHHOW cdhepbl U MHGOPMAaLMIO O akTyarnbHbIX MePONpUATUSIX U CODLITUSIX B AaHHON cdepe.

B xoge nposegeHns EgmHoro ypoka no 6esonacHoctu B cetu "VIHTepHeT" pekomeHgyeTcs obecneyuntb
BbIMYCK TEMaTMYEeCKOro BbiMycka cpeAcTBa MaccoBOW MHdopmauun nmbo cepunm nybnukauumn, cpegu KoTopbiX
paccMOTPETb OPraHN30BaHHbIE MEPONPUATUSA ANA 00yvaloLmxcs, ux pogutenen (3akoHHbIX npeacTaBuTenen) u
neparornyeckon obLLEeCTBEHHOCTH.

OdmumanbHble UHTEpHeET-pecypcbl

ObuweobpasoBaTenbHbiM OpraHM3auusM pekoMeHOyeTCs Ha CBoux odumumanbHbiX WHTepHeT-pecypcax
obecneuntb PYHKLUMOHMPOBAHNE CaMOCTOATENbHOro M cneunanunsmpoBaHHoro pasgena "MIHOOPMALUMOHHAA
BE3OMNACHOCTb", B pamkax KOTOpOro npegycMoTpeTb pasmeLLeHre creayroLlen nidpopmarmm:

N | Pasgen/nogpasgen | ®opmart npegcrasnexus CopgeprxaHvne maTepuanos
maTepuanos
1. [NokanbHble Konuu gokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOopMaTMBHbIE akTbl B | popmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
cdepe obecneyeHus COOTBETCTBYOLWUIA TpeboBaHNAM K
NMHGOPMALIMOHHOMN napameTpam CKaHWpPOBaHWSI.
6esonacHocTn PasmeLlaoTca JOKYMEHTHI,
obyvaromxcs pernaMeHTpyoLme opraHm3aumio n

paboTy ¢ NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopmatusHoe Konunn goKymMeHTOB B MMybnukytoTCca akTyanbHble CBeAeHMs O
perynvpoBaHve dopmaTte *PDF deepanbHbIX U perMoHanbHbIX 3aKOHax,
nMcbMax opraHoB BNacTu n apyrue
HOPMaTUBHO-MPAaBOBbIE JOKYMEHTHI,
pernaMmeHTupyoLmne obecnevyeHve
MHpopMaLMOHHO Ge3onacHOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtcs
BMECTO KONUI pasmeLLaTh rmnepcchinkm Ha
COOTBETCTBYIOLLNE AOKYMEHTbLI HA canTax
OpraHoB rocyjapCTBEHHOM BnacTu.
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3. [Meparormyeckum TekcT Ha cTpaHuue PasmeLlatoTca metoamyeckme
paboTHMKam canTa pekoMeHJaUmMmM 1 yKa3biBaeTcst
Konuu gokymeHTOB B MHOopMaLNS O MEPONPUATUSIX, MPOEKTaXx
dopmaTte *PDF M NnporpaMmmax, HanpasBneHHbIX Ha

NoBbILLEHNE NH(POPMALIMOHHON
rPamMoTHOCTY Nejarorn4eckmx paboTHUKOB.

4. |Obyvatowmmes TekcT Ha cTpaHuue PasmellaeTca nHdopmaumMoHHas namsitka
caunTa (npunoxenue N 2) n ykasbiBaetcs
WHopMaLNS O MEPONPUATUSIX, NPOEKTax
W NporpaMmax, HarnpasfeHHbIX Ha
noBblLLeHne MHGHOPMaLMOHHON
rPaMOTHOCTM 0By4YatoLLMXCA.

5. |[PoguTtensam (3akoHHbIM | TEKCT Ha cTpaHuue PasmellaeTtca nHdopmaumoHHas namsTka
npeacraBuTensam) caunTa (mpunoxenue N 3).
obyvatomxes

6. |[deTckme Ge3onacHble |TeKCT Ha cTpaHuue PaameluaeTtcsa nHdopmauus o
canThbl caunTa peKkoMeHayeMbIX K UICNOSb30BaHUo B

y4yebHOM npouecce 6e3onacHbIX canTax,
6aHHepbl 6e30nacHbIX AETCKUX CalTOB.

OpraHam, OCyLLeCTBNSIIOWNM ynpaBneHue B cdepe 06pa3oBaHns, peKoMeHOyeTCcs Ha CBOUX odumumanbHbIX
NHTepHeT-pecypcax obecneynTtb YHKLUMOHUPOBAHME CaMOCTOATENbHOIO M CreuuanuM3upoBaHHOro pasgena
"UndopmaumoHHas 6e3onacHOCTL", B paMKax KOTOPOro NpegycMoTpeTb pasMeLleHne cneayoLen nHdopmaumm:

MpunoxeHue N 1

MAMATKA )
ANSl OBYHAIOLLMXCS OB MH®OPMALIMOHHOWN BE3OMACHOCTY AETEM

HENb3A

1. Bcem nogpsa coobLuaTh CBOKO YaCTHYH MHdopMaumio (HacToswme uvs, hammnuio, TenedoH, agpec,
HOMep LUKONbI, a Takke hoTorpadmm cBou, CBOen CeMbn 1 Apy3en);

2. OTKpbIBaTb BrOXeHHble haiinbl 3NEKTPOHHOM NOYThLI, KOr4a He 3Haellb OTNpaBUTeNs;
3. pybuTb, NpuampaThesl, okasbiBaTb AaBMNEHWE - BECTU cebsi HEBEXKITMBO M arpeCcCUBHO;
4. He pacnopsikaiics aeHbramm TBoei ceMbi 6e3 paspelleHns cTaplumnx - Bcerga cnpallnBai pogutenei;

5. He BcTpevalicsl ¢ IHTepHeT-3HaKoMbIMU B pearbHOM KMU3HU - MOCOBETYICSA CO B3POCTIbIM, KOTOPOMY
JosepseLlb.

OCTOPOXHO

1. He Bce nuwyT npaeay. YnTtaelub o cebe Henpaeay B VIHTepHeTe - coobLum 06 3TOM CBOMM poauTensm
W1 onekyHam;

2. anrJ’IaLLIaIOT nepenncbiBaTbCd, Urpatb, obMeHMBaTbCS - npoBepPb, HET T NOABOXa,

3. He3akoHHoe konupoBaHue ¢annoB B IHTepHETEe - BOPOBCTBO;

KoHcynbTaHnTtlnroc
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4. Bcerpga paCCKGSbIBaVI B3pPOCJ1bIM O npo6nemax B CeTh - OHK BCerga nomoryr;

5. Mcnonb3yii HacTpolikn 6e30nacHOCTM U NPUBATHOCTU, YTOObI HE NOTEPSITb CBOU aKKaYHTbI B COLICETSX U1
OpYyrux nopranax.

MOXHO
1. YBaxan gpyrux nonb3oBatenem;
2. Monb3yewbcs HTEPHET-UCTOYHUKOM - Aenan CCbIfKy Ha Hero;
3. OTKpbIBal TOMbKO T€ CCbISIKK, B KOTOPbIX YBEPEH;
4. O6waTbcs 3a MOMOLLbI0 B3POCHbIM - pOAUTENN, ONEKYHbl U aAMUHUCTPaLUSA CanToB Bcerga nomoryT;

5. MNpongn obydeHne Ha canTe "CeTeBNYOK" 1 NOMy4n NacnopT LMdpoBoro rpaxaaHuHal

Mpunoxenue N 2

NWHO®OPMALIMOHHAA NAMATKA
AOnA OBYYAKOLWWMXCA ANnA PASMELLEHUA
HA O®ULINATIbHbIX MHTEPHET-PECYPCAX

C kaxablM rogom Monogexu B WHTEPHETE CTaHOBUTbLCA Gonblue, a LWKOMbHUKMA OOHU U3 CaMblX aKTUBHbIX
nonb3oBaTtenen PyHeTa. Me>|<p,y TEéM, MOMMUMO OrpoOMHOIo KoJim4yecTtBa BO3MOXHOCTEN, MHTEPHET HECEeT U
ﬂp06ﬂeMbI. OTa namsiTka gosmkHa nomoyb Tebe 6e3onacHoO HAXOAUTLCS B CETU.

KomnbloTepHbie BUPYCbI

KoMnbloTepHbI BUPYC - 3TO Pa3HOBUOHOCTb KOMMbIOTEPHLIX MPOrpamMm, OTIIMYMTESIbHOM O0COGEHHOCTbLIO
KOTOPOI SBNSIETCA CMNOCOOHOCTb K pasMHOXeHuto. B gononHeHne k 3Tomy, BMpPYCbl MOTyT MoBpeauTb WK
MOMHOCTLIO YHUYTOXUTL BCe paiinbl U AaHHble, MOAKOHTPOMbHLIE MOMNb3OBaTEMt0, OT MMEHW KOTOporo Gbina
3anylleHa sapaxeHHas nporpaMma, a Takke NoBpeauTb UMK Aaxe YHUYTOXUTb ONepaLMOHHYI0 CUCTEMY CO BCEMU
dhaiinamu B Lenom. B GonblUMHCTBE CryYaeB pacnpoCTpaHsOTCA BUPYCbl Yepes UHTEPHET.

MeToabl 3aLmMTbl OT BPEAOHOCHBIX MPOrpamm:

1. Wcnonb3yi coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEIOLLME CePbEe3HbIN YPOBEHb 3aLUUThl OT
BPEAOHOCHLIX NMporpamm;

2. TocTosHHO ycTaHaBnuMBan nadvTu (LMdpoBbie 3annaTkv, KOTOpble aBTOMATUYECKM yCTaHaBMMBaKTCSA C
uenbto JopaboTkM nNporpammbl) U apyrme obHOBEHMS CBOEN OnepauMoHHON cucTeMbl. CKaumBam MX TOSbKO C
oduumansHoro canta paspabotynka OC. Ecnu cylecTByeT peXxnm aBTOMaTUYeCKoro OOHOBNEHUS, BKIHOYM €r0;

3. Paborai Ha cBoem KOMMNbIOTEPE NOA NpaBaMu Nofb3oBaTens, a He agMUHUCTpaTopa. ATO He NO3BONUT
60NbLUIMHCTBY BPEAOHOCHBIX NPOrpaMM UHCTaNIMpoBaTbCs Ha TBOEM NEPCOHANbHOM KOMMbIOTEPE;

4. Wcnonb3yi aHTUBUPYCHbIE NPOrpamMMHbIE NPOAYKTLI U3BECTHLIX MPOU3BOAMUTENEN, C aBTOMATUYECKUM
obHoBneHnem 6as;

5. OrpaHnyb U3NYECKUn OCTYN K KOMMNbIOTEPY ANSi MOCTOPOHHUX UL

6. Mcnonb3yi BHeLLHWE HOocUTENn nHopMaLmMum, Takme Kak pneLuka, ANCK nnun damnn n3 UHTEepHeTa, TONbKO
N3 NPOBEPEHHBLIX MCTOYHUKOB;

KoHcynbTaHTlnroc
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7. He oTkpbiBan koMnblOTEPHbIE (halnbl, NONyYeHHbIE U3 HEHAAEXHbIX MCTOYHUKOB. [Jaxe Te channbl,
KOTOpble npucran TBON 3HaKoMbIl. Jlyylle yTo4HM y Hero, oTnpasnsn nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - aTO0 He BMA nepedayn OaHHbIX, HE TEXHONOrusi, a Bcero nuwb O6pena, mapka. Ewe B 1991 rogy
Hugepnangckas KomnaHus 3apernctpupoBana ©opeHg "WECA", uto obosHauano cnoBocodeTaHue "Wireless
Fidelity", koTopbIn nepeBogmMTCA Kak "GecnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyrasa abbpesuatypa, KoTopasi SIBNAETCS TakOW Xe TexHomorven. 3JTo
abbpesunartypa "Wi-Fi". Takoe Ha3BaHue 6biNno0 AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TexHuKkK Hi-Fi, uyto
B NepeBoe 03Ha4vaeT "BblCOKasi TOYHOCTL".

[a, 6ecnnaTHbIi MHTEPHET-AOCTYN B Kade, OTendx u asponoprax ABNAETCA OTNNYHOM BO3MOXHOCTbIO
BbIXx0o4a B MHTepHET. Ho MHOrMe akcnepTbl cuntaroT, 4To obenoctynHble Wi-Fi ceTn He aBnsitoTca 6e3onacHbIMu.

CoBeTbl No 6e3onacHocTM paboTbl B 06LWeA0CTyNHbIX ceTax Wi-fi

1. He nepegaBan cBow nu4Hyto nHdopmaumio Yepes obwenoctynHele Wi-Fi cetn. PaboTtas B HuX,
XenartenbHO He BBOAUTb Naponun AOCTyNa, NOrMHbI 1 Kakne-To HoMepa;

2. Vicnonb3yi 1 06HOBNAW aHTUBUPYCHbIE NporpaMmel U 6paHamayep. Tem caMmbiM Tol o6e3onacuilb cebs ot
3aKkadku BMpyca Ha TBOe YCTPONCTBO;

3. Mpu ucnone3dosaHum Wi-Fi otknioun dyHkumio "O6wmi goctyn Kk davnam u npuHtepam". [daHHasd
YHKUMSA 3aKkpblTa MO YMONYaHWIO, OAHAKO HEKOTOpble MONb30oBaTENM akTuBMpYlOT ee ana  ygobcrtsa
ucnonb3oBaHusa B paboTte unu yyebe;

4. He ncnonb3yn nyénuyHbin WI-FI ona nepegaym nyMYHbIX AaHHbLIX, HANpUMep Ans Bbixoda B couMarnbHble
CETU UK B SNEKTPOHHYIO MOYTY;

5. Ncnonbk3yn Tonbko 3almwieHHoe coeguHeHmne vyepes HTTPS, a He HTTP, T.e. npu Habope Beb-agpeca
BBOAW UMeHHO "https://";

6. B mobunbHom TenedoHe oTknoum dpyHkuuio "TMoakntodeHune k Wi-Fi aBTomatudeckn”. He gonyckan
aBTOMaTUYECKOro NOAKMYeHns ycTponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTn

CoumanbHble CETU aKTMBHO BXOAAT B Hally XW3Hb, MHOTME NOAM paboTaloT U XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apernctpvpoBaH MWURnMapg YenoBek, UYTO SABNSETCS OAHOW CeabMOW BCEX XUTeNen nnaHeTbl.
MHorne nonb3oBaTenu He MOHUMAIOT, YTO MHGOPMAaLMS, pasMeLleHHas UMN B CoLManbHbIX CETSX, MOXeT OblTb
HalgeHa v ucrnonb3oBaHa KeEM YrogHo, B TOM Yucre He 06s3aTenbHO ¢ 6narumm HamepeHUsiMu.

OcHoBHble coBeTbl N0 6e30MacHOCTH B coUManbHbIX CETAX:

1. OrpaHnyb cnmcok apysen. Y 1ebs B apy3bsax He OMMKHO BbiTb CyYanHbIX U HE3HAKOMBbIX M0AeN;

2. 3awmwian cBOK YacTHYIO Xu3Hb. He ykasbiBam naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus u
OPYTY0 NUYHYI0 MHOopMaLmMio. 3M0YMBbILLSIEHHUKM MOTYT MCMONb30BaTh AaXe MH(OpMaUno O TOM, KakK Tbl 1 TBOU

POAMTENM NraHMpyeTe NPOBECTU KaHUKYIbI;

3. 3awumwan cBow penyTauumio - 4EPXM ee B YNCTOTE M 3adaBan cebe Bonpoc: xoten 6bl Thbl, YTOOLI Apyrve
nonb3oBaTeny BUAENM, YTO Thbl 3arpyxaelwb? Nogyman, npexae Yem YTO-To onyonunkoBaTh, HANMCaTb U 3arpyaunThb;

4. Ecnu Tbl roBopULLb C MHOALMU, KOTOPbIX HE 3HaeLLb, HE UCMOMb3YI CBOE pearnbHOe UMS U APYryio NINYHYHO
nHOpMaLIMKN: UMSI, MECTO XMTENbCTBA, MECTO Y4ebbl U Npoyee;

5. N36eraw pasmelleHus dpotorpacuii B IHTepHeTe, rae Tbl M306paXeH Ha MECTHOCTHU, MO KOTOPOW MOXHO
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onpeaennTb TBOe MECTOMNMOJIOXEHNE,

6. MNpwu peructpaumm B counanbHOM ceTu HeobXxoaMMO NCNONb30BaTh CAOXHbIE MAPONn, cocTosaLLme u3 6yks
N undp 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. Onsa coumanbHOM ceTn, NOYThl U APYrMx cantoB He06xoaMMO MCMONb30BaTh pasHble Nnaponu. Toraa ecnu
Tebs1 B3NOMat0T, TO 3M10YMbILLIIEHHUKM MOnyYaT JOCTYN TONbKO K O4HOMY MECTY, a He BO BCe cpaay.

OneKTPOHHbIEe AEHbLIN

OneKTPOHHbIE AEHbMN - 3TO 0YeHb YAOOHBIM cnocob nnaTexen, 0gHaKO CYLLECTBYIOT MOLLEHHUKN, KOTOPbIe
XOTAT NONYYNTb 3TU AEHbIN.

3]'IEKTp0HHbIe AeHbrn noaBuUIiNCb coBceM HeagaBHO N UMEHHO MU3-3a 3TOIN0 BO MHOIMMX rocygapcrBax Ao Cux
Nnop He NponncaHo Npo HMX B 3aKOHax.

B Poccun e OHU (pyHKUMOHMPYIOT U O HUX YXKe MPOMMCcaHO B 3aKOHe, FAe MX pasdensitoT Ha HEeCKONbKOo
BNOOB - @aHOHUMHbIE M HEe aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeluaeTcs
npoBoAuTb onepauun 6e3 maeHTUMKauMn Nonb3oBaTensi, a B HEAHOHMMHbIX WAEeHTUMKauusa nonb3oBaTens
sABNsieTcs 0bsA3aTeNbHOMN.

Tarke criegyeT pasnuyaTtb 3N1EKTPOHHbIE hrnaTHble AeHbMM (PaBHbI FOCYAAPCTBEHHbBIM BanioTam) u
ANEKTPOHHbIE HedmaTHble AeHbrM (He paBHbl FOCYAapCTBEHHBIM BanoTam).

OcHoBHble coBeTbI N0 6e3onacHomn pa60Te C 3J1EKTPOHHbIMW OEeHbramu:

1. MpuBsKM K cHETY MOBUNBHLIN TenedoH. OTO caMblin yAOOHbIN 1 BBICTPLIN CNOCO6 BOCCTAHOBUTL JOCTYN K
cyety. lNpuBasaHHbIN TenedOH NOMOXET, ecnu 3abydellb CBOM NnaTeXHbIi Maponb Wnu 3amgellb Ha CanT C
HEe3HaKoOMOro YCTPOMWCTBA;

2. Vicnonb3yi ogHopasosbie naponu. lNocne nepexoda Ha ycuneHHyto aBstTopusauuto tebe yxe He byaeT
yrpoXxatb ONacHOCTb KpaXu Unu nepexsarta niaTtexxXHoro napons;

3. Bbibepu cnoxHbii naponb. pectynHukam ©ygeT He MpoOCTO yragaTb CNOXHbIM naponb. HagexHble
naponu - 9To Naponu, KOTopble cogepxat He MeHee 8 3HaKOB M BKINIOYAIOT B cebs CTPOYHbIE M NPONUCHbIE BYKBHI,
LMpbl U HECKONbKO CUMMBOMOB, Takue Kak 3Hak gonnapa, dyHTa, BOCKNUUATEmNbHbIN 3HaK u T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HAa caliTax, KOTOPbIM He LOBepsieLLb.

sneKTpOHHaﬂ no4Tta

OneKTpoHHasA no4yTta - 9TO TEXHOMOorMs WM npefocTaBnsgemMble el YCnyru no nepechbifike U NonyyeHuto
ANEKTPOHHbIX COOBLLEHNI, KOTOpbIE pacnpenenstTcs B KOMMbTEPHON ceTh. OBbIMHO 3NEKTPOHHbIN MOYTOBbLIN
AWK BbIMMSANT cnegylowmmM obpasom: MMs_nonb3oBaTtensa@uMs_AOMeHa. Takke Kpome nepegayn npocToro
TEeKCTa, UMeeTCs BO3MOXHOCTb nepeaasaThb hannbl.

OcHoBHble coBeTbI Mo 6e3onacHon paboTe ¢ 3NIEKTPOHHOM NOYTOMN:

1. Hapgo BbiGpaTh NpaBuIbHbIA NOYTOBLIN cepBUC. B MHTEpHeTe ecTb OrpoMHbIN BbIGOp GecnnaTHbIX
MOYTOBbLIX CEPBMUCOB, OJIHAKO Nyullie J0BEPATb TEM, KOTO 3HAELLb U KTO MepBblii B PENTUHTE;

2. He ykasbiBal B NM4YHOM NoyTe NUYHy0 MHdopMauuio. Hanpumep, ny4we BoibpaTb
"My3blkanbHbIN_aHat@" nnm "pok2013" BmecTto "Temal13";

3. Ncnonb3yn oByxaTanHyo aBTopmsaumio. 3To KOrga noMMMO Maposist HY>KHO BBOAMUTb KOA, NPUCHINIaeMblIi
no SMS;

4. Bbibepu CnoxHbIN naponb. [ns KaXkgoro NoYTOBOro SLMKa OOIDKEH ObiTb CBON HAaAEXHbINA, YCTONYMBBIN K
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B3MOMY Nnaporb;
5. Ecnn ecTb BO3MOXXHOCTb HanucaTb CaMOMYy CBOW MUYHBIN BOMPOC, MCNOSMb3YN 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HECKOMbKO MNOYTOBbLIX ALWMKOB. [1epBbi AMNs YaCTHOW Nepennuckn ¢ agpecataMmu, KOTOpbIM Thbl
JoBepsiellb. JTO 3NEKTPOHHbIV afpec He Hago MCMONb30BaTh NPU perncTpaummn Ha opymax u canTax;

7. He oTkpbiBan hannsl U gpyrne BNOXeHUs B NUCbMax, A4axe ecrv OHW NpULLIAN OT TBOMX Apy3en. Jlyywe
YTOYHMW Y HUX, OTNPABASANN N OHN Tebe 3T annel;

8. lNocne okoH4YaHMsa paboTbl HA NOYTOBOM CEPBUCE Nepes 3akpbiTUEM BKNaaKM C CanTom He 3abyab HaxaTb
Ha "BbIinTtn".

Kn6epO6ynnuHr unm BUpTyansHoe usgeBarenbcTBO

KnbepbynnuHr - npecnegosaHmne coobLLeHnAMU, Coaep)aLlumm ockopbneHuns, arpeccuio, 3anyrmBaHue;
XYJIUraHCTBO; coumanbHoe BOMKOTMPOBAHNE C MOMOLLIbIO PA3NIMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnmMHrom:

1. He 6pocalica B Goi. Jlyywimin cnoco6: NocoBeETOBATLCS Kak cebs BECTU U, eCNN HET TOro, K KOMY MOXHO
06paTnUTbCs, TO BHaYane ycnokoutbcsl. Ecnu Tbl HAYHELLb OTBEeYaTb OCKOPONEeHUsIMU Ha OCKOpPGReHns, TO TOrMbKO
ewe 6onblue pasoxoKkeLlb KOHQIUKT;

2. YnpaBensan cBoewn knbeppenytaunen;
3. AHOHMMHOCTb B ceTU MHUMas. CyLLeCcTBYOT CnOCOoObl BbIICHWUTb, KTO CTOUT 32 aHOHUMHbIM aKKayHTOM;

4. He cTonT BECTW XynuraHckuii obpas BupTyansHON xusHu. IHTepHeT ukenpyeT Bce TBOM AENCTBUA U
coxpaHsieT ux. Yaanutb ux OyaeT kpanHe 3aTpyaHUTENbHO;

5. CobGnitogali CBOK BUPTYarnbHY YECTb CMOSIOAY;

6. WrHopupyi eguHmnYHbIn HeraTns. OgHOpasoBble 0ckopbuTenbHbIE COOBLLEHNS MyYLle UTHOPUPOBaThb.
O6bIYHO arpeccus npekpallaeTcs Ha HavanbHOW CTaauu;

7. baHn arpeccopa. B nporpammMax o6MeHa MrHOBEHHbLIMU COOOLLIEHUSAIMU, B COLMATbHBLIX CETSIX €CTb
BO3MOXHOCTb 6J'IOKVIpOBKVI oTnpaBku coo0LeHnn ¢ onpeneneHHbIX agpecos;

8. Ecnu Tbl cBuaeTenb kubepbynnuHra. TBoM AEWCTBUS: BbICTYNWUTL NMPOTMB NpecriefoBaTtesisi, nokasartb
emMy, 4YTO ero AerCTBUSA OLEHMBAIOTCS HeraTUBHO, NOAAEPXKaTb KEPTBY, KOTOPOW HY)XHA NCMXosiornyeckasi MoMoLLb,
COOGLLMTL B3POCHbIM O (haKkTe arpeCCUBHOMO NOBEAEHMUS B CETU.

Mo6unbHbLIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 MNaHLWeTbl cogepxaTt B cebe BMosiHe B3pOChblid yHKLMOHAN, U TENEPb OHU
MOTYT KOHKYPUPOBaTb CO CTaUWOHApHbIMK KOMMbloTepamun. OaHako, CPeAcTB 3alumThbl Ang nogobHbIX YCTPOMCTB
noka o4YeHb Mano. TecTMpoBaHME N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCUBHO, Kak ang MK, To xe
camoe KacaeTcsl U MOOUIbHbIX NPUIOXEHWIA.

CoBpeMeHHble MOBWMbHbIE ©Opay3epbl YXKe MpaKTUYEeCKU [OrHanM HacTomMbHble aHanory, OofHako
paclmMpeHmne yHKLUMOHaa BneYeT 3a coboi GonbLUYO CIOXHOCTb Y MEHbLLYH 3aLLMLLEHHOCTb.

[daneko He BCe MpoM3BOAMUTENW BbiNycKaloT OOHOBMEHWS, 3aKpbiBalOLWME KPUTUYECKME YA3BUMOCTU Afs
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl At 6e3onacHOCTN MOBUNBHOIo Teﬂe(bOHaI

Huyero He sBnsieTcs no-HacTosiwemy 6ecnnaTHbiM. Byab ocTopoxeH, Bedb Kkoraa TebGe npeanaratoT
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©ecnnaTHbIN KOHTEHT, B HEM MOoryT ObITb CKPbITbl Kakme-TO nnaTHble yCnyru,

Oymaii, npexge 4Yem otnpaBute SMS, doTto nnn BMaeo. Tobl TOYHO 3Haellb, rge oHM OyayT B KOHEYHOM
utore?

Heobxoanmo o6HOBNATE ONepaLMoHHYI0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yn aHTUBUPYCHbIE NporpamMMbl Anst MOBUMNbHbIX TeNedOHOB;

He 3arpyxaii NpunoXeHWst OT HEW3BECTHOrO WCTOYHMKA, Bedb OHW MOTYT COAepXaTb BPeAoHOCHOE
nporpaMmMHoe obecneyeHue;

lMocne Toro kak Thbl BblAAELWb C CailTa, rae BBOAWU NIMYHYIO MHGOPMAaLMIO, 3ainan B HAacTporkn Bpaysepa u
yaanu cookies;

Mepuoanyecku NpoBepsan, Kakne nnaTHble YCNnyrn akTMBMPOBaHbl Ha TBOEM HOMEDE;

[dasawn cBon HoMep MOBUNBHOro TenedoHa TONbKO N0ASM, KOTOPbLIX Thl 3HaELLUb U KOMY JOBEpSeLLb;

Bluetooth gomxeH 6bITb BbIKMOYEH, KOrAa Tl UM He Nonb3yelbes. He 3abbiBan nHorga npoBepsTh 3TO.
Online urpbl

CoBpeMeHHblE OHMNalH-Urpbl - 3TO KpacoyHble, 3axBaTbiBalollyWe pasBrieyeHns, o06beauHsIIoLME COTHM
TbICAY YernoBek no Bcemy mupy. Urpoku mccredyoT AaHHbI MM MUp, o6LaloTcs Apyr C APYrOM, BbIMOMHAT
3afaHuns, cpaXarTCa C MOHCTPaMK 1 NOMy4atoT onbIT. 3a yA0BONLCTBME OHM MNATAT: NOKYNaloT AWUCK, ONnadynsaoT
aboHeMEHT unu NpMoGpeTatoT Kakue-To OnuuK.

Bce aTu cpegctBa vayT Ha noadepaHue M pasBMTME UMpbl, a Takke Ha camy 6e30macHOCTb:
COBEPLUEHCTBYHOTCS CUCTEMbl aBTOpM3aLMM, BbIMyCKAKOTCS HOBble MaTyu (UudpoBble 3annatkyu Afs nporpaMm),
3aKpbIBAKOTCA YSI3BUMOCTM CEPBEPOB.

B nogobHbIx nrpax CTouTt onacaTtbCqA He CTOJIbKO CBOMX COMEPHUKOB, CKOJIbKO KpaXXn TBOEro naposd, Ha
KOTOpPOM OCHOBaHa cuctema aBtTopusaumnm OonblUMHCTBA urp.

OcHoBHble coBeTbl M0 6e30MacHOCTV TBOEro UFPOBOIO akkayHTa:

1. Ecnu gpyroii urpok BegeT cebs Noxo Unn cozgaeT Tebe HenmpusaTHOCTU, 3aBOKUPYI ero B Cnvcke
NrPOKOB;

2. Moxanyica agMUHUCTpPaTOpPaM Urpbl Ha NIIOXoe NoBeAEeHME 3TOr0 UIPoKa, XKenaTenbHO NPUNOXUTb
Kakue-To [loka3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBai nu4yHyo nHdopmaLmio B npodanne urpbl;
4. YBaxain apyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnmBan HeoumnanbHble natim n Mogbl;

6. Vicnonb3yi crnoxHble 1 pasHble naponu;

7. [axe BO BpeMs Urpbl He CTOUT OTKMoYaTh aHTMBUPYC. MNoka Tl Urpaellb, TBON KOMMLIOTEP MOryT
3apasuTb.

PUWKHT Unn KpaXxa NMUYHbIX AaHHbIX

OObIYHOW KpaxkeW OeHer M OOKYMEHTOB CErofHsl YK€ HUKOrO He YAMBULLL, HO C Pa3BUTUEM WHTEPHET-
TEXHOMOIMI 3MI0YMbILLITIEHHUKM NEPEMECTUITUCE B MHTEPHET, U MPOAOIHKAT 3aHUMaTbCA "NMobnmbiM” genom.
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Tak nosiBUNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHMYECTBA NN (OULLNHT, FMaBHas Lefb KOTOPOro COCTOUT B
nonyvyeHnn KoHuaeHumanbHbiX AaHHbIX Nofb3oBaTenen - NorMHoB M naposniern. Ha aHrnuickom 4asbike phishing
untaetcs kak doumwmHr (ot fishing - ppibHas noens, password - naporb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLIMHIOM:

1. Crnegm 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSA aHKeTa Obina B3rioMmaHa, To Heobxoaumo
3abroknpoBaThb €€ 1 COOOLWMTb aAMUHNCTPATOpaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Ncnonb3yin 6e3onacHble BeO-caliThbl, B TOM YUCHE, MHTEPHET-MarasuHoOB U NOUCKOBbLIX CUCTEM;

3. Ncnonb3yn crioxHble 1 pasHble naponu. Takum obpasom, ecnm Tebsi B3NOMaT, TO 3MOYMbILLAEHHUKN
nonyyaTt AOCTYM TOMNbKO K OQHOMY TBOEMY MpOhurio B CETU, @ HE KO BCEM;

4. Ecnu T1ebs Banomanu, To HeobxoaMMo npeaynpeavTb BCEX CBOUX 3HAKOMbIX, KOTOpble o6aBneHb! y Tebs
B ApY3bsX, O TOM, YTO TeBS B3nomanu 1, BO3MOXHO, OT TBOEro MMeHU OyeT pacchinaTbCsi cnam U CCbINKU Ha
PULLNHIOBbIE CaNThbl;

5. YctaHosu HagexHbin naponb (PIN) Ha MobunbHbIN TenedoH;
6. OTknoun coxpaHeHne napons B bpaysepe;

7. He oTkpbiBan hannbl U gpyrne BNOXeHUs B NUCbMax, A4axe ecrv OHW NpULLIAN OT TBOMX apy3en. Jlyye
YTOYHM Y HUX, OTNPABMSANN N OHKN Tebe 3T anneol.

LindpoBas penyrauus

Lindbposas penyTtaums - 370 HeraTMBHas unmn nNo3nTMBHas MHgopmauus B cetn o Tebe. KomnpomeTtumpytowas
UHdopMaums, pasMeLleHHas B MHTEPHETE, MOXET cepbe3HbiM 06pas3oM OTPasnTbCs Ha TBOEW pearibHOM >KU3HM.
"Lindbposas penytaumsa” - 3To TBOW UMUK, KOTOPbLIN hopMupyeTca 13 uHdopmaumm o Tebe B MHTepHeTe.

TBOE MECTO XUTenbCTBa, y4ebbl, TBOE (hMHAHCOBOE MOMoXeHue, 0COBGEHHOCTM XapakTepa M pacckasbl O
GNN3KMX - BCE 3TO HakanmnMBaeTcs B CeTU.

MHorne nogpoCTKM NErkOMbICNIEHHO OTHOCATCA K nybnukaumMm nu4HonM uHdopmaumm B WIHTEpHeTe, He
NOHUMasi BO3MOXHbIX NOCNeaCcTBUIA. Thl faxe He CMOXellb JorafaTtbCa O TOM, YTO dpoTorpadus, pasmeLleHHasa 5
neT Hasapg, cTana NPUYMHOM OTKa3a NpUHATL Teba Ha paboTy.

KommeHTapuu, pasmeLleHne TBomx dotorpadun u gpyrne 4erncTBUA MOTYT HE UCYE3HYTb Aaxe nocrie Toro,
KaK Tbl UX yganuub. Tbl He 3HaeLlb, KTO CoXpaHur 3Ty uHdopmauumio, nonana nm oHa B NMOUCKOBbIE CUCTEMBI U
coxpaHunacb nv OHa, a rmaBHOe: YTO mogymarT o Tebe oKpyxawlme nian, KOTopble HaWayT M yBUOAT 3TO.
Hantn nHdopmaumio MHOro net cnycta cmoxeT Nobon - kak u3 gobpbix nobyxaeHwn, Tak U ¢ HaMepeHueMm
NPUYMHNTE BpeAd. OTO MOXKET ObITb KTO YrogHo.

OcCHOBHbIe COBETHI MO 3aLmTe LMPOBON penyTaumm:
1. Mogymain, npexge Yem 4YTo-TO Ny6nuMkoBaThb M NepepasaTh y cebs B Grore nnv B coumanbHON ceTu;

2. B HacTpolkax npoduns ycTaHOBM OrpaHU4eHMs Ha MPOCMOTP TBOEro Npoduris U ero CoAepXnMoro,
caenawn ero TonbKo "Ans apysen”;

3. He paameluait 1 He ykasbiBait MHGOpPMaLMIO, KOTOpasi MOXXET KOro-NnGo ockopGnsTh UMK oBUXaTb.

ABTOpCKOE NpaBo

CoBpeMeHHble LUKOMbHUKM - akTUBHbIE Morib3oBaTenu uudpoBoro npoctpaHctea. OgHako ganeko He Bce
3HalOT, YTO MOSIb3OBaHME MHOTMMM BO3MOXHOCTSIMM UMdpoBOro Mupa TpebyeT cobniogeHust npaeB  Ha
WHTENSEKTYyanbHy0 COGCTBEHHOCTb.
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TepMVIH "VIHTeJ'IJ'IeKTyaJ'IbHaFI COBCTBEHHOCTBL" OTHOCUTCS K pas3sin4HbIM TBOPEHUAM YerioBe4YeCKoro yma,
Ha4dnHada C HOBbIX VI306peT6HVIVI N 3HaKOB, 0603HaYalOLWNX COOCTBEHHOCTb Ha NpoOAOYKTbl N YCIyrn, n 3akaH4mBas
KHUramm, (*)OTOFpa(bVIﬂMVI, KVIHOCpVIJ'IbMaMVI N MYy3blKalibHbIMW NMpon3BegeHnAaMNn.

ABTOpCKME MpaBa - 3TO NpaBa Ha UHTENNeKTyarnbHyt0 COBCTBEHHOCTb Ha NPOU3BEAEHNs HayKK, NMTepaTypbl
N uckycctea. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTUM TOro, YTO UHTENNEKTYyanbHbIN/TBOPYECKUA TPYL
aBTopa He ByaeT HanpacHbIM, facT eMy cripaBeASIMBbIE BO3MOXHOCTM 3apaboTaTb Ha pe3yrbTaTax CBOEro Tpyaa,
nonyynTb W3BECTHOCTb W npu3HaHue. HwkTo 6e3 paspelleHMsi aBTopa He MOXET BOCMPOM3BOAUTL €ro
npousBefeHne, pacnpocTpaHaTb, NyOnNMYHO O4EeMOHCTPUpPOBaTb, NPoAaBaTb, MMMOPTMPOBATb, MyckaTb B MpoOKarT,
Ny6nMYHO MCNOMHATb, NOKa3bIBaTL/UCNOMHATL B 3chmpe unu pasmellaTs B MIHTepHeTe.

VMcnonb3oBaHve "nupatckoro” nporpammMHOro obecnevyeHms MOXeT NPUBECTU K MHOTMM puUckam: OT notepu
OaHHbIX K TBOMM akkayHTam o GroKMpOBKM TBOEro YCTPOWCTBA, r4e YCTaHOBMEHa HeneranbHas nporpamma. He
CTOMUT Takke 3abblBaTh, YTO CYLLECTBYIOT fieranbHble 1 6ecnnartHble NporpamMmebl, KOTOPbIE MOXXHO HanWTU B CETH.

O noprtane

CeTeBMYOK.pp - TBOW INaBHbIi COBETYMK B ceTW. 34ecb Tbl MOXellb Yy3HaTb O Ge3onacHoOCTM B CeTu
MOHATHBIM W OOCTYMHbLIM SA3bIKOM, @ NPY BO3HWKHOBEHUM KPUTMYECKOW CUTYaLun obpatuTbca 3a COBETOM. A Takke
NPUHATL y4acTMe B KOHKYpcax U cTaTb caMbIM LMDPOBbLIM rpaxaaHuHom!

Mpunoxenune N 3

NAMATKA AN POOUTENEN OB UHOOPMALIMOHHOW BE3OMNACHOCTU OETEN

OnpepneneHne TepMuHa "MHOpMaUnoHHast 6e3onacHocTb aeten” cogepxutca B PegepanbHom 3akoHe N
436-93 "O 3awmTe geten OT MHOpMauuK, NPUUMHAIOWEN Bpead WX 340POBbLI0 W PasBUTUIO", perynympylolmm
OTHOLLEHMS, CBSI3aHHbIE C 3aLUUTON AeTen OT MHOPMaLMK, NPUMUHSIIOLLEN Bpea UX 340POBbLI0 U (MMK) pasBUTHIO.
CornacHo paHHOMY 3akOHy "MH(OpMauMoHHas ©e3onacHOCTb AeTen" - 3TO COCTOsIHME 3alUULLEHHOCTU, MpuU
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHBIN C NMPUYNHEHNEM MHDOPMaLMEN Bpeaa UX 340POBbL0 U (Mnn) rusndeckomy,
NCUXNYECKOMY, OYXOBHOMY, HDABCTBEHHOMY Pa3BUTMIO.

B cuny ®egepaneHoro 3akoHa N 436-®3 nHdopmaumen, NpuUnHSIoLLEN Bped 300POBb0 1 (M) pasBUTUio
noeten, aBnsaeTcs:

1. MHdopMaLVsa, 3anpeLleHHasn aAna pacnpocTpaHeHus cpeau AeTen;

2. WHopMauus, pacnpocTpaHeHe KOTOPOW OrpaHNYeHo cpeau AeTen onpeneneHHbIX BO3pacTHbIX
KaTeropwmn.

3. K uHdopmaumu, sanpeLteHHON Ang pacnpocTpaHeHnsa cpean aeTen, OTHOCUTCS:

4. nHbopmaums, nobyxagawLas geTen K COBEPLUEHMIO AEACTBUN, NPEACTABNAOLLMX YTPO3Y UX KUIHU U
(Mnn) 300pOBbLIO, B T.4. MPUYMHEHMIO Bpea CBOEMY 300POBbI0, CAaMOYOUINCTBY;

5. cnocobHoCcTb Bbi3BaATb y aeTen xenauue yl'lOTpeGVITb HapKoTun4yeckune cpeacrtBa, NncuxoTpornHblie U (I/IJ'IM)
oaypmMaHuBawuine BeLllecTBa, TabayHble u3genus, alrikorosfibHyro 1M cnupTtocogep’kallyro npoaykuuio, nmeo u
HaNUTKN, n3rotaBjimBaemMble Ha ero OCHOBEe; MNPUHATbL ydacTue B a3apTHbIX Urpax, 3aHUMMaTbCA I'IpOCTI/ITyLI.VIeI7I,
6p0,£l,ﬂ)KHVI‘-IeCTBOM nnn ﬂOFIpOLLIaVIHMLIeCTBOM;

6. ob6ocHOoBbIBatOLLAas UK onpaBAbiBaloLLas 4OMYCTUMOCTb HAaCKUMs U (Un) XXeCTOKOCTU NMbo
nobyxaarLlasi OCyLLECTBMATb HACUIBECTBEHHbLIE JENCTBUSA MO OTHOLLEHUIO K NIIOASAM U XKUBOTHbIM;

7. oTpuuatoLiada CeMelHbIE LIEHHOCTU 1 (bOpMMpyPOLLI,aFl HeyBaXKeHne K poamntensam un (I/IJ'IVI) OPYyrumMm 4neHam
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CEMbMY;
8. onpasibiBatoLlad npoTnBonpaBHoOe noBeaeHne,
9. coaepkallas HeleH3ypHYo 6paHb;
10. cogepxkallas nHpopmaumo nopHorpadmnyeckoro xapakrepa.

K uHdopmaumm, pacnpocTpaHeHue KOTOpOl orpaHuyYeHo cpeay AeTel onpeaeneHHoro Bo3pacTa,
OTHOCMTCS:

1. wHpopmauums, npeactasnsemas B Buae n3obpaxeHnsi UM onnucaHus XecTokocTu, U3NYEeCcKoro 1 (1nm)
NCUXMYECKOrO HAacuUnusi, NPECTYNNEHUS NN NHOTO aHTUOBLLLECTBEHHOTO AENCTBUS;

2. Bbi3blBaloWas y AeTeil cTpax, yac WM NaHuky, B T.4. MpeacTaBnsiemMasi B BUge W300pakeHus unu
onucaHNA B YHWXKalollen 4erioBevyeckoe [OCTOMHCTBO (hopMe HEHaCUIIbCTBEHHOW cMepTu, 3aboneBaHus,
camoyGuIACTBa, HEeCYaCTHOrO Cry4asi, aBapuv Unu katacTpodbl U (MNK) Mx NocrneacTBui;

3. npeacraensieMasi B BUAE M300paXKeHUs Uin onmcaHms NomnoBbIX OTHOLLEHUI MEXAY MY>XXYUHOW U
YKEHLLMHOW;

4. copgepxallas 6paHHbIe CroBa U BblpaXkeHusl, He OTHOCALLMECS K HELLeH3YPHOW BpaHu.

C yuetom atoro Bam npegnaratotca npaesuna paboTbl B ceTU VIHTEPHET AN pasnuyHbIX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbix No3BONUT obecnednTb MHPOPMaLMOHHY 6e30MacHOCTb BallMX AETEN.

O6wwue npasuna gnsa poauTenen

1. HesaBuncumo oT Bo3dpacTta pebeHka ncnonb3yinte nporpaMMHoe obecrneveHne, noMmoratoLlee pubTpoBaTb
N KOHTPONUpPoOBaTb MHOPMAaLIMIO, HO HE NofaranTech NOMHOCTLIO HA Hero. Balle BHMMaHue Kk pebeHky - rmaBHbIN
MEeTOoZ 3aLUUThI.

2. Ecnn Baw pebGeHOk umeeT akkayHT Ha OAHOM M3 coumanbHbix cepsucos (Livedournal, blogs.mail.ru,
vkontakte.ru n T1.n.), BHUMaTENbHO M3y4nTe, KaKyld MHHOOPMALMIO NOMELLAOT €ro Yy4acTHUKN B CBOMX NPOUNSAX U
6rorax, Bknoyas gortorpaduu 1 Bugeo.

3. MNpoBepbTe, C KakKMMWU OpYrMMU CarWTamMu CBSi3aH couuwanbHbil cepBuc Bawero pebeHka. CTpaHuykm
Bawero pebeHka mMoryT 6bITb 6€30NacHbLIMU, HO MOTYT U COAEPXKaTb CChINKN HA HEXenaTeNbHbIE U ONacHble CanTbl
(HanpvMep, NOPHOCANT, UMK CanT, HA KOTOPOM APYr yNOMUHAET HOMep COToBOro TenedgoHa Bawero pebeHka unm
Baw gomawHum agpec)

4. Moowpsante Bawwux geten coobwate 060 BCEM CTPaAHHOM WK OTTaNKMBalLWEM W He CIWLLKOM OCTpO
pearmpynTte, korga oHv 3TO AenatT (13-3a ornaceHns NoTepsTb JOCTYN K VIHTepHETY AeTn He roBOpSAT poanTensam
0 nNpobrnemax, a TaKke MOryT Ha4yaTb UCMOMb30BaTb NHTEpPHET BHE AOMA U LLKOMbI).

5. byabTe B kKypce ceTeBon xun3Hu Bawero pebeHka. VIHTepecynTech, KTO Ux Apy3bs B VIHTEPHET Tak xe, Kak
WHTEepecyeTeChb pearnbHbIMU OPY3bAMMN.

Bo3spacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs MOCETUTb Te UMW WMHbIE CalTbl, 8 BO3MOXHO M 4YaTbl, paspeLleHne Ha
noceLleHne KOTOpbIX OH He nonyyun 6bl oT poauTenei. MNoatomy poauTensiMm ocobeHHO nomnesHsl ByaoyT Te
OTYETbl, KOTOpble MNPeaoCTaBnATCA NporpaMMamMm MO  OrpaHWYEHUD Kcnonb3oBaHust WHTepHeTa, T.e.
PoanTtenbckuii KOHTPOMb UMK TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHbIX pannax. B pesynbTate, y pebeHka He
OyneT ollylleHusi, YTO 3a HUM BeAeTCs MOCTOSIHHBLIN KOHTPOMb, OAHAKO, poauTenu GyayT no-npexHemy 3HaTb,
KakMe caiTbl nocelwjaeT ux pebeHok. [eTn B AaHHOM Bo3pacTe o6nafatoT CUMbHbIM YyBCTBOM CEMbW, OHU
[OBEpYMBbI U He COMHeBalTCsl B aBToputeTax. OHM MobSAT urpatb B CETEBbIE Urpbl U NyTeLecTBOBAaTb MO
NHTepHETY, MCNONb3ys 3NEKTPOHHYI NOYTY, 3aX0AMTb Ha CaiTbl U YaTbl, HE PEKOMEHA0BaHHbLIE POAUTENAMU.
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CoBeTbl No 6e3onacHocTu B ceTn UHTepHeT anga pgeten 7 - 8 net

1. CospaiTe CNUCOK AOMALLHKX NpaBun noceleHns NHTepHeTa npu ydacTum aeten n tpebyite ero
BbINOMHEHUS.

2. TpebGyiiTe oT Bawero peGeHka cobnofeHns BpeMeHHbIX HOPM HaxOXOEHUsA 3a KoMnbloTepoM. MokaxuTe
pebeHky, 4yTo Bbl HabnogaeTe 3a HUM He NOTOMY 4YTO Bam 3To xo4yeTcs, a NoToMy 4To Bbl GecrnokouTech 0 ero
6e30nacHOCTM 1 BCerga rotoBbl €My NOMOYb.

3. KomnbloTep ¢ nogknodeHnemM k IHTEpHETY AOMMKEH HaxoanTbes B 0bLL el KOMHaTe NoA NPUCMOTPOM
poauTenen.

4. Vicnonb3yiTe cneumarnbHble OeTCKUE MOUCKOBLIE MALLVHBI.

5. WcnonbsyinTe cpeactea 6110KMPOBaHNS HEXeNaTeNbHOro KOHTEHTAa Kak OMOMNHEeHWe K CTaHOapTHOMY
PoanTtenbckomy KOHTPOTIO.

6. Cosganite ceMeNHbI SNEKTPOHHbIN ALLKK, YTOObI HE NO3BONUTL AETSIM MMETb CODCTBEHHbIE aapeca.

7. briokvupyinTe gocTyn K cavitam ¢ 6ecnnaTtHbIMM NOYTOBLIMU ALLMKaMM C MOMOLLbIO COOTBETCTBYIOLLENO
nporpammHoro obecneveHus.

8. MNpwuyuute geten coBetToBaTbCs ¢ Bamu nepen onybnukoBaHnem kakom-nmbo nHdopmaLmm cpeacrsamm
ANEKTPOHHOWN NOYTbI, YaTOB, PErMCTPALNOHHBIX OPM 1 NpodUnen.

9. Hayuute getelt He 3arpyxaTb daiinbl, TporpamMmmbl U My3biky Ge3 BalLero cornacus.
10. He paspeluaiite AeTam Ucrnonb3oBaTb Cry0bl MTHOBEHHOTO 0O6GMeHa COOBLLIEHMSIMM.

11. B "Genbi" cnncok cantos, paspeLLeHHbIX 4518 NOCeLleHNs, BHOCUTE TOMNbKO CanTbl C XOPOLLEN
penyTaumen.

12. He 3abbiBarite 6ecenoBaTtb ¢ getbMu 06 Ux Apy3bsx B VIHTepHeTe, kak ecniv 6bl peyb wna o Apy3bsixX B
peanbHOWN XXU3HW.

13. He penawite "Taby" n3 BONpoCOB NOJIOBON XMN3HU, Tak kak B IHTepHeTe AeTU MOryT Nerko HaTKHYTbCs Ha
nopHorpaduio nnu cantel "Ans B3pocnbIxX”.

14. MpuyunTe Balwero peGeHka coobLiaTb Bam O NOOLIX yrpo3ax Uin TpeBorax, cBA3aHHbIX ¢ IHTepHeTOoM.
OcTaBaiiTecb CMOKOWHbIMA M HanoMHUTe OEeTSM, YTO OHM B Ge30MacHOCTM, eCniu caMu pacckasanv Bam O CBOMX
TpeBorax. MoxBanuTe KX 1 NOCOBETYINTe NOAOUTY ellle pa3 B NOAOOHbIX criyyasx.

BospacT getent ot 9 no 12 ner

B paHHOM Bo3pacTe geTu, kak MpaBWmo, YKe HachfbllaHbl O TOM, Kakasi uHdopmauus cylecTByeT B
NHTepHeTe. CoBEPLUEHHO HOPMAarbHO, YTO OHM XOTAT 3TO YBMAETb, NPOYECTb, yCrbiwaTb. [Mpu 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexenaTenbHbIM MaTepuanam MOXHO Nerko 3abnokupoBaTb NpW MOMOLUM CPefacTB
PoanTtenbckoro KoHTponsi.

CoBeTbl N0 6e3onacHocTy Ana geten ot 9 oo 12 net

1. CospgariTe CNMCOK 4OMALUHUX NpaBun nocelwenns MHTepHeT npu ydactnm geten u TpebyiTe ero
BbINONIHEHNS.

2. Tpebynte ot Bawero pebeHka cobnogeHns HOPM HaXOXAEHNS 3@ KOMMbIOTEPOM.

3. Habniopaiite 3a pebeHkoM Npu paboTe 3a KOMMNbLIOTEPOM, NMOKaXUTE eMy, YTo Bbl GecrnokonTeck o ero
6e30MnacHOCTM 1 BCeraa roToBbl OKasaTb eMy NOMOLLb.
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4. KomnbloTep ¢ nogknoyeHnem B UHTepHeT AomkeH HaxoanTbes B obLLelr KoMHaTe no4 NpMCMOTPOM
poauTenen.

5. WcnonbsyinTe cpeactea 6r10KMPOBaHNS HEXeNaTenbHOro KOHTEHTAa Kak JOMOMNHEeHWe K CTaHOapTHOMY
PoauTtenbckomy KOHTPOTIO.

6. He 3abbiBanTe npMHMMaTb HEMNOCPEACTBEHHOE y4YacTue B XM3HU pebeHka, becenoBatb ¢ AeTbMU 006 Nx
Opy3bsx B VIHTepHeTe.

7. HactauBanTte, 4ToObl A€TM HUKOTAA HE cornallannch Ha fIMYHble BCTPEYM C APY3bsiMU MO VIHTEPHETY.
8. No3BonsnTe geTaM 3axo4uTb TOMBKO Ha canThbl U3 "6enoro” cnucka, KoTopbin co3ganTe BMECTe C HUMU.

9. MNpuyunte geTten HMKOrAa He BblgaBaTb NIMYHYIO MHOPMaLMIO cpeacTBaMU SMEKTPOHHOW NOYThl, YaToB,
CUCTEM MFHOBEHHOIro 0BMeHa coobLeHsIMU, perMcTpaLmMoHHbIX (POPM, NMUYHBIX NpodMnen 1 Npu perucTpaLmm Ha
KOHKypcbl B HTepHeTe.

10. MpwuyynTe OeTeli He 3arpyxaTb nporpammel 6e3 Bawero paspelueHusi. OBbSCHATE UM, YTO OHW MOTYT
CnyyaliHO 3arpy3nTb BUPYCbI UIN APYroe HexenaTtensHoe nporpammHoe obecrniedeHue.

11. Co3paiite Bawemy pebeHKy orpaHuyeHHyo y4eTHYH 3anuck ans paboTbl Ha KOMMbOTEpeE.

12. MpuyunTe Bawero peGeHka coobLiaTe BaM O MoObIX Yyrpo3ax v Tpesorax, CBA3aHHbIX ¢ MIHTepHeToM.
HanomHuTte getam, 4to oHn B 6e3onacHOCTH, eCriM caMu pacckasarny Bam O CBOMX TPEBOrax 1 onaceHusx.

13. Pacckaxunte getam o nopHorpadum B NHTepHeTe.

14. HactauBawnTte Ha TOM, YTOObI AeTu npegocTasnAanM Bam OOCTYN K CBOEMN SﬂeKTpOHHOVI no4Te, 4YTOOLI BbI
yﬁeﬂVIJ'II/ICb, YTO OHM He 00LLaTCsa C HE3HAaKOMLUAMMU.

15. Ob6bsicHUTE AeTAM, YTO HENb3S UCMONb30BaTb CETb AN XyNUraHCTBa, PacnpoCTPaHEHUSs CNETEH Unu
yrpos.

BospacT geteit ot 13 go 17 net

B aTom Bo3pacTe NoagpoOCTKM akTMBHO MCMOSb3YIOT MOUCKOBbIE MalUWHbI, MONb3YHOTCS 3NIEKTPOHHON MOYTOMN,
cnyx6amy MrHoBeHHoro obmeHa coobLLeHNAMK, ckaumBaloT My3blKy U unbMbl. Manbunkam B 3TOM BO3pacTe
fonbllie MO HpaBy cCMeTaTb BCE OrpPaHUYEHMUsl, OHWU XaxayT rpyboro oMopa, as3apTHbIX WUrp, KapTUMHOK "Ans
B3pocnbix". [eBouku nNpegnoynTanT obartbcs B 4aTax, NpuM 3TOM OHW ropas3go 6Goree 4YyBCTBUTENbHbI K
cekcyanbHbIM foMoraTenscTeam B IHTepHeTe.

3avacTylo B JaHHOM BO3pacTe poauTENsM YXXe BECbMa CITOXHO KOHTPONMPOBAaTbL CBOMX AeTeW, Tak kak 0o
NHTepHeTe OHUM yxe 3HAT 3Ha4MTEnbHO Gonblue cBouX poauTenen. Tem He MeHee, He OTNyckamTe AeTen B
"cBobOoaHOEe nnaBaHue" no NHTepHeTy. CTapanTech akTMBHO y4acTBOBaTb B 00LleHMN pebeHka B IHTepHeTe.

BaxHo no-npexHemy cTporo cobniogatb npaeuna MHTepHeT-6e30macHOCT - cornalleHue  mexay
poauTensamu u getbMu. Kpome TOro, HEOGXOOMMO Kak MOXHO Yalle NMpocMaTpuBaTth OTYETHI O AESTENbHOCTU

neten B MHTepHeTe. CrnegyeT obOpaTuTb BHMMaHMe Ha HEOOXOAMMOCTb COAEPXKaHWUS POAUTENBCKUX Mnaponew
(naponen agMMHUCTPaATOPOB) B CTPOrOM CEKpPeTe 1 0b6paTnTb BHMMAHME Ha CTPOroCTb 3TUX NapOosen.

CoBeTbl N0 6e3onacHoOCTM B 3TOM Bo3pacTte oT 13 go 17 net

1. CospaviTe CNUCOK AOMALLUHUX MNpaBui nocelleHus WMHTepHeTa npu y4acTumM NOApOCTKOB M TpebyiTe
Be3ycnoBHoOro ero BbinonHeHunsi. O6roBopuTe ¢ pebeHKOM CNMUCOK 3anpeLleHHbIX CanToB ("4epHbI CnMcok"), Yachl
paboTtbl B IHTepHETE, pyKOBOACTBO MO 00w eHnto B IHTepHeTe (B TOM Yucrne B YaTax).

2. KomnbloTep ¢ NOAKMHYEHNEM K ceTU MIHTEPHET LOMKEH HAXOANTLCSA B OOLLEN KOMHATE.

3. He 3abbiBante 6ecenoBath ¢ AeTbMu 00 X Apy3bsix B IHTEpPHETE, O TOM, YEM OHW 3aHATHI TAKUM
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obpasom, 6yato peyvb naet o Apy3bsax B peanbHOM Xu3Hu. Cnpalimsante o niogsax, ¢ KOTopbiMK AeTun obLiatoTes
NocpeAcTBOM CNy6 MrHOBeHHOro obMeHa coobLeHnsamm, YTobbl yoeauTbes, YTo 3T MAM UM 3HaKOMbI.

4. Wcnonb3syinTe cpeactsa GrOKMPOBaHUS HEXenaTenbHOro KOHTEHTa Kak AOMONHEeHNe K CTaHAapTHOMY
PoauTtenbckomy KOHTPOTIO.

5. HeobxoamMmo 3HaTb, kakumMu YaTamm nonb3ytoTca Bawm getu. MNMoowpante ncnons3oBaHne
MoZepupyeMbIX YaToB U HacTamBanTe, YTobbl 4eTV He o6Lanncb B MPMBaTHOM peXuUMe.

6. HactanBanTte Ha TOM, 4TOObI AE€TN HUKOrAA HE BCTPEYanuCh NIMYHO C ApY3bsaMu U3 ceTu VIHTepHeT.

7. Tpuyunte geTen He BblgaBaTb CBOK JIMYHYHO WHOPMAaUMIO CPeAcTBaMW 3MEKTPOHHOW MOYThI, 4YaToB,
CUCTEM MFHOBEHHOIO 06MeHa COOBLLEHMAMM, PErMCTPALMOHHBIX (POPM, NUYHBLIX NPOUNEN 1 NpU perncTpaummn Ha
KOHKypcCbl B IHTepHeTe.

8. MpuyunTe geTeit He 3arpyxaTtb NporpaMmmMbl 6e3 Baluero paspelieHusi. OGbACHUTE UM, YTO OHW MOTYT
CnyyaliHO 3arpy3nTb BUPYCbI UIN APYroe HexenaTtensHoe nporpammHoe obecrnedeHue.

9. MNpuyynTe Bawero pebeHka coobatb BaM O MobbIX yrposax Wnm TpeBorax, CBA3aHHbIX C VIHTepHeToM.
HanomHuTe getam, 4tOo OHM B Ges3omacHOCTW, ecrniv camm pacckasanu BaM, O CBOMX yrpo3ax WnuM TpeBorax.
MNoxBanuTe nx N NOCOBETYNTE NOOWNTM eLle pa3 B NOAOGHbIX Cry4vasx.

10. PacckaxuTte getsam o nopHorpacdum B MHTepHeTe. [NomMorute um sawututbcs OT cnama. Hayuute
NoOpOCTKOB He BblgaBaTb B VHTepHeTe CBOero peanbHOro 3fEeKTPOHHOrO agpeca, He oTBevaTb Ha
HexenaTtesibHble MMCbMa M UCMONb30BaTh crieumarnbHble NoYTOoBble (UMLTPBI.

11. MpuyynTe cebs 3HaKOMUTBLCA C caTaMu, KOTopble NoceLLaloT NOAPOCTKM.

12. HayuuTe geten yBaxaTtb OpYrMx B MHTEpHETE. Yb6eauTech, YTO OHM 3HAKOT O TOM, YTO NpaBmna XOpoLlero
noBeeHVs OENCTBYIOT Be3ae - JaXe B BMPTyallbHOM MUpE.

13. Ob6bsiCHWUTE OEeTSAM, UTO HU B KOEM CIyyae Hernb3s ucnonb3oBaTth CeTb AN XyNUraHcTea,
pacnpocTpaHeHWsl CNNeTeH UNu yrpo3 ApYyrumM fiogsam.

14. O6cyaute ¢ nogpocTkaMmm NpobrnemMbl CETEBLIX a3apTHbIX UMP U UX BO3MOXHBIA puck. HanoMHute, 4to
[AeTW He MOTYT UrpaTtb B 3TW UIPbl COMMACHO 3aKOHY.

MoCTOAHHO KOHTPOMNMPYNTE Ucnonb3oBaHue MHTepHeTa Bawwmnm pebeHkom! 3TO He HapyLleHne ero IM4YHOro
NPOCTPaHCTBa, a Mepa NpeaoCTOPOXHOCTU 1 NposiBrieHe Ballen poantenbckon OTBETCTBEHHOCTU U 3a00ThI.
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